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Authentication specific options

The following configuration options are available under config/ authentication.php:

General

AUTH_ENABLED

(admin privs).

Possi bl e val ues: "0", "1"
Def aul t val ue: "o
AUTH_TYPE

How to authenticate, if authentication is enabled.

Possi bl e val ues:

“file" - authenticate using a textfile with "user::pass" pairs
"l dap" - authenticate using an LDAP server

"ad_l dap" - authenticate using an Active Directory LDAP server
"sql " - authenticate using an SQL dat abase

Default value: "file"

AUTH_METHOD

Select the login authentication method.

Possi bl e val ues:

"l ogi n" - authenticate using the ordinary NConf login form
"basi c" - authenticate using HTTP Basic Authentication (pop-up w ndow for usernane/ password)
Def aul t val ue: "l ogi n"

Using HTTP Basic Auth can be useful if you want users to only authenticate once for both NConf and Nagios.

BASICAUTH_REALM

The HTTP Basic Auth Realm to display when using auth method “basic”.

Possi bl e val ue: "your text"
Def aul t val ue: "NConf Basic Auth"

AUTH_FEEDBACK _AS_WELCOME_NAME

This defines the user name in the history table and in the welcome message.

Possi bl e val ues: "0", "1"
Def aul t val ue: "o



If set to “0”, the username will be used. If set to “1”, the real name will be fetched, depending on which AUTH_TYPE you
selected.

e file:
the last attribute will be the uset's full name (details in Auth by File)
e
the “cn” attribute will be uset's full name (details in Auth by LDAP)
o adldap
the configured AD_USERNAME_ATTRIBUTE (default: displayname) attribute will be uset's full name (details in
Auth by AD LDAP)

LOG_REMOTE_IP_HISTORY

Enable / disable logging of the remote-IP / hostname to the history.
If set to “17, the remote-IP is written to the history after a user logs in.

In case “HostnamelLookups” is set to On in the apache config, the hostname will be used instead.

Possi bl e val ues: "0", "1"
Def aul t val ue: "l

Group
GROUP_USER

When NConf parses the output from one of the authentication modules, it will look for this pattern to determine if an
account should be regarded as an ordinary user.

Default val ue: "user"
GROUP_ADMIN

When NConf parses the output from one of the authentication modules, it will look for this pattern to determine if an
account should be regarded as an admin account.

Default val ue: "adm n"
GROUP_NOBODY

Do not change this

Default val ue: "O0"
Types

e Auth by File
.
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Auth by File

When using “Auth by File”, make sure your PASSWD_ENC constant matches the password encryption you are using in your
user account file.
The account file is stored under:

e config/.file_accounts.php

You can manage users by simply adding more rows. The syntax is:

username::password::authorization(user|admin)::[[us er's|full name (optional)]]::
For example, this is a basic user:

john::1234::user::John Smith::

Make sure the pattern 7’ does not appear in any of the data fields!

Changes as of NConf 1.2.5

2,9

e The delimiter has been changed to ”::” (2 colons)
e The file 'config/ file_accounts' is now a PHP file: 'config/ file_accounts.php'

encryption

If you want to use encrypted passwords, setup your accounts as follows:
Each encryption has its own TYPE definition in brackets, in front of the encrypted password.
This is an example for crypt

# using encrypted passwords
user2::{CRYPT}s7FklgzTWZia2::user::User with a CRYP T password::

quick help

crypt

1. create your crypt password for a user

e for example using openssl:
openssl passwd YOUR_PASSWORD_HERE
2. This will generate you a random string:

WPBCFXIYfGOJ6

3. Use this in the password file this way:
e [CRYPT}WPSCFXIYfGOJ6

e example file row:
user2::{CRYPT}WP8CFXIYfGOJ6::user::full name::

4. save the file and try to log in in NConf with the created user

md5



1. create your ctypt password for a user

e for example using openssl:
echo -n YOUR_PASSWORD_HERE | openssl md5
2. This will generate you a random string:

098f6bcd4621d373cade4e832627b4f6

3. Use this in the password file this way:
e {MD5}098f6bcd4621d373cade4e832627b4f6

e example file row:
user2::{MD5}098f6bcd4621d373cade4e832627b4f6::user: full name::

4. save the file and try to log in in NConf with the created user
shal

1. create your ctypt password for a user
e for example using openssl:
echo -n YOUR_PASSWORD_HERE | openssl| shal
2. This will generate you a random string:

a94a8fe5ccb19ba61c4c0873d391e987982fbbd3

3. Use this in the password file this way:
e {SHA1}a94a8fe5cch19ba61c4c0873d391e987982fbbd3

e cxample file row:
user2::{SHA1}a94a8fe5cch19ba61c4c0873d391e987982fbb d3::user:full name::

4. save the file and try to log in in NConf with the created user
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Auth by LDAP

When using Auth by LDAP, make sure your PASSWD_ENC constant ist set to “clear”, regardless of the password
encryption you are actually using in LDAP.

LDAP_SERVER

The LDAP connection string, with or without "[| dap[s]://]". LDAP v3 is required.

Your LDAP tree design (DIT) must be pam_ldap / nss_ldap compliant, meaning the attributes and the structutre you use
must be the same ones that PAM would require.

Usage: "[|dap[s]://]hostnanme"
Def aul t val ue: "Idaps://Idaphost. mydomai n. conf

LDAP_PORT

Def aul t val ue: "389"

BASE DN

The “base dn” to where the user entries are located in LDAP. ”<username>”" is a placeholder and can be configured with the
USER_REPLACEMENT constant.

Def aul t val ue: "ui d=<user nanme>, ou=Peopl e, dc=nydonai n, dc=cont
USER_REPLACEMENT

This constant defines the placeholder which is to be replaced by the username of the actual user that is logging in.

Def aul t val ue: "<usernane>"
GROUP_DN

The “dn” to where the groups are located in LDAP.

Def aul t val ue: "ou=G oup, dc=nydonmai n, dc=cont
USER_GROUP

The name of the ordinary “user group”. Any user who wants to access NConf, and is not an admin, has to be in this LDAP
group. Users, who are whether in the USER_GROUP nor in the ADMIN_GROUP will not be able to access NConf.

Def aul t val ue: "cn=sysadnin"
ADMIN_GROUP

The name of the “admin group”. Users who want to be “NConf admin” have to be in this LDAP group. This group should
only be assigned to NConlf superusers. If a user is in the admin group, he does not need to be in the USER_GROUP as well.

Def aul t val ue: "cn=nagi osadm n"
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Auth by Active Directory

New feature introduced with NConf 1.3

When using Auth by Active Directory LDAP, make sure your PASSWD_ENC constant ist set to “clear”, regardless of the password encryption
you are actually using in AD LDAP.

Active Directory will handle this by itself.

Default config

### Active Directory

define ('AD_LDAP_SERVER!, "ldap://ad-ldaphost.mydomain.com" );
define ('AD_LDAP_PORT, "389");

___('AD_BASE_DN', "CN=<username>,OU=All,OU=Users,DC=my, DC=domain,DC=com");
_(AD_USER_REPLACEMENT, "<username>");
___('AD_GROUP_ATTRIBUTE‘, "memberof");

"OU=Group,DC=my,DC=domain,DC=com");
"CN=nagiosadmin");
"CN=sysadmin");

# if AD_GROUP_DN differs for admins and users:
# you can define FIX GROUPS: (needs empty GROUP_DN)

//define(AD_GROUP_DN', "
/ldefine(ADMIN_GROUP', "CN=nagiosadmin,OU= Group,DC=my,DC=domain,DC=com");
/ldefine(USER_GROUP", "CN=sysadmin,OU=Gro up,DC=my,DC=domain,DC=com");

Description of config values
You should know your AD LDAP tree design (DIT) and configure the config values accordingly.
AD_LDAP_SERVER

The AD LDAP connection string, with or without "[Idap[s]://]"
LDAP v3 is required.

Usage: "[ldap[s]:/lhostname"
Default value: "ldap://ad-ldaphost.mydomain.com"

AD_LDAP_PORT

The LDAP port to connect to. This constant is ignored when using URL notation in the AD_LDAP_SERVER constant.
Default value: "389"

AD_BASE_DN

The “base dn” to where the user entries are located in the Active Directory.

?<username>" is a placeholder and can be configured with the AD_USER_REPLACEMENT constant. (basically you do not have to change this, nconf
will put your login nsername in there)

Default value: "CN=<username>,0U=All,OU=Users,DC=my, DC=domain,DC=com"
AD_USER_REPLACEMENT

This constant defines the placeholder which is to be replaced by the username of the actual user that is logging in.

Default value: "<username>"
AD_GROUP_ATTRIBUTE

This constant defines the attribute which holds the groups of your account. Change this if you want to use an other attribute to locate the groups.



Default value: "memberof"
AD_USERNAME_ATTRIBUTE

This constant defines the attribute which holds the users full name. Change this if you want to use an other attribute.

Default value: "displayname"
AD_GROUP_DN

The basic “dn” of your groups. You can define this if your user and admin group is located on the same dn.

Default value: "OU=Group,DC=my,DC=domain,DC=com"
ADMIN_GROUP

The name of the “admin group”. Users who want to be “NConf admin” have to be in this group. This group should only be assigned to NConf
superusers. If a user is in the admin group, he does not need to be in the USER_GROUP as well.

Define your Group name like this, if your admin/user groups ate located in the same DN
Default value: "CN=nagiosadmin"
If the BASE of the user group differs from the admin group, you could enter the whole DN like this:

Default value: "CN=nagiosadmin,OU=group,DC=my,DC=dom ain,DC=com"
USER_GROUP

The name of the ordinary “user group”. Any user who wants to access NConf, and is not an admin, has to be in this group. Users, who are
whether in the USER_GROUP nor in the ADMIN_GROUP will not be able to access NConf. Define your group name like this, if your
admin/user groups ate located in the same DN

Default value: "CN=sysadmin"
If the BASE of the user group differs from the admin group, you could enter the whole DN like this:

Default value: "CN=sysadmin,OU=different_group,DC=my ,DC=domain,DC=com"

showing AD information of your user

If you want to display all available information of your user, you can do the following:
(althongh you should know your AD structure and perhaps also created 2 groups for NConf admins and users)
This could help you to find the correct DN of your groups.

1. activate NConf debugging
2. configure all other AD config variables, but define the AD_ADMIN_GROUP and AD_USER_GROUP as empty

define(AD_ADMIN_GROUP', ",
define('AD_USER_GROUFP", ");

3. Login with AD user and have a look at the debug section at the bottom
Authentication
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Auth by SQL

When using Auth by SQL, make sure your PASSWD_ENC constant matches the password encryption you are using in your
SQL database.

NConf contacts authentication

If you want to use your contacts in NConf for authentication, you do not have to configure the following AUTH_ DB
settings. NConf will use your NConf DB.

For mote information about how to authenticate using NConf contacts, have a look at the following
How-to: NConf contacts authentication

external DB authentication

You can use the following constants to configure a different MySQL server with your own accounting queries.

AUTH_DBHOST

The hostname ot IP address of the MySQL server.

Usage: "hostnang[[:port]]" or "IP[[:port]]"\\
Default value: "l ocal host"

AUTH_DBNAME

The name of the MySQL database for authentication.

Def aul t val ue: "NConf"

AUTH_DBUSER

The name of the database user.

Default val ue: "nconf"
AUTH_DBPASS

The password for AUTH_DBUSER.

Custom SQL query

You can define your own SQL queries for NConf authentication to be run in any available user database.
The query should return exactly one (1) record if:

e the username exists



e the password is correct

e any additional attrs are set (optional for permission check etc.)

MUSERNAME/! and MPASSWORD!!! are placeholders that will be replaced with the username and password from the login
page.

Example The following is an example database structure for better understanding:

S I R oo +
| account | password | group | usernane |
Fommmme e Fom e e e o n F Fo e e e e e ee oo s +
| admin | nconf | admin | NConf Adm nistrator |
| user | 1234 | user | Normal User |
Fommmme e Fom e e e o n F Fo e e e e e ee oo s +

By default, NConf comes predefined with two queries (AUTH_SQLQUERY_USER and AUTH_SQLQUERY_ADMIN)
which allow you to authenticate using the NConf database as authentication source itself (more precisely: your NConf
contact items). If you wish to use a different MySQL database for authentication, feel free to modify the queries
appropriately.

AUTH_SQLQUERY_USER
The query which identifies the user as an ordinary user:

Example query:

SELECT username FROM users

WHERE “account™ = "!!IUSERNAME!!!"
AND “password® = "!!IPASSWORD!!!"
AND “group’ = "' .GROUP_USER.""

AUTH_SQLQUERY_ADMIN

The query which identifies the user as an admin user. This query is optional, and will be run after the USER query, to check
for possible users with higher privileges.

Example value:

SELECT username

FROM users

WHERE “account ™= "!!IUSERNAME!!!I"
AND “password = "!!IPASSWORD!!!"
AND “group~ = "'.GROUP_ADMIN."'"

nconf/help/documentation/detail /authentication/sql.txt - Last modified: 09.12.2011 01:48 (external edit)



NConf contacts authentication

NConf offers the possibility to use any external MySQL database for user authentication. There are multiple configuration

options which can be used to define the target database, the credentials, as well as your own customized SQL queries. Refer

to Auth by SQL to understand how to configure SQL authentication.

A powerful feature of NConf is that it also has built-in functionality to manage user accounts within NConf itself. This

enables you to control users, passwords and privileges for NConf and Nagios directly within NConf. Doing this involves
telling the NConf authentication mechanism that you wish to authenticate using the NConf database as auth source (more
precisely: the 'contact' items within NConf).

Manage NConf access

There are 3 predefined attributes which must be activated first, in order to manage user passwords and permissions:

1. In NConf, go to the menu “Administration” > “Attributes” > “Show” and select the “contact” attributes.

2. Edit the following attributes and set attribute is visible =
Lzer_passward uzer password
_yes” for each one:
° user_password {?I.a' M _pPermission ncont permissions

® nc_permission ) )
! L nagios_sccess nagins Acoess
® nagios_access
3. Now go to “Additional Items” > “Contacts”:
e sct a password for your own user, to make sure you can still log in later.
e Also give yourself “admin” rights.

4. In config/ authentication.php, set AUTH_TYPE to “sg/’

define ('AUTH_TYPE', "sqI");

e Because you want to use the NConf DB, you do not have to configure the other AUTH_ settings
(AUTH_DBHOST, AUTH_DBNAME,AUTH_DBUSER,AUTH_DBPASS), just leave it commented.
e also don't change any of the AUTH_SQLQUERY constants.
They will tell NConf to authenticate your contacts.
5. Now you can set a password and the permissions for each user by editing the contacts in NConf

user password paszsword for MConf & Magios GUI
nconf permissions uzer ;I defines the permissions in MConf
Nagios acCcess enakbled ;I defines access to the Magioz GUI

Add contact with the new attributes

e Next time you log in, the NConf contacts will be used for authentication.

Password encryption



You might also want to enable password encryption in 'config/nconf.php'. Do this right from the start, because once you
have already set several passwords, and you later decide to change the encryption type, you will have to modify all stored
passwords. For further information, refer to Configuration: Password attributes.

How to proceed for changing encryption

1. Log in on NConf with admin rights
2. Change the encryption type in config/nconf.php and save the file
3. Go to your contacts and edit the users password or create them
4. you can verify the encryption by looking for the password in the detail view
5. the most secure way to test the log in:
e open a different browser and try to login
6. otherwise, just log out and log in again

enter password for user
Enter the plain password for the user or admin without the {} tags.

NConf will automatically:

o Add the {...} (encryption type)
e Encrypt the password

—> see screenshots
screenshots
Here you see some screenshots on how the password field should look regarding the encryption type.

clear

Details of contact: test s R |
contact name test

gliaz test

host notification options d

setvice notification options C

e-mail addrezz testigtest.ch

pager

Lzet passyword secretPdsswelrd

nconf permissions user

Nagios access dizahled

This itemn is linked to
service notification commands  notify-service-by-email
host notification commands notify-host-by-emsil

To see the passwords plain text, this would be not acceptable for most admins.
Therefore NConf gives you a way to hide them, please have a look here:

LIzer paSSWDrd EEREEEEEE
e Password attributes documentation for the PASSWD_DISPLAY part.

crypt

Details of contact: test 3=

contact name test

alia= te=t



| Lelanzs Ul LOntacy. (sl T ey = |
cortact name test
aliaz test
host naotification options d
zervice notification options: [
e-mail address testid@test ch
pEer
user passward 1CRYPT M2z ZHz AT EM
ncanf permissions uzer
nagios access dizabled

This item is linked to

zervice notification commands

host naotification commands

nctify-zervice-by-email
nctify-host-by-email

md5
Details of contact: test / R@|
cartact name test
aliaz test
host notification options d
service notification options c
e-mail address testi@Etest.ch
pager
" user passyyord 1D G2V cohlesadar 06Cdc3dal G291 1Ederh |
nconf permissions Lzer
nagios acCess dizabled
This itemn is linked to
zetvice notification commands  notify-zervice-by-email
host notification commands notify-host-by-email
shal

Details of contact: test

Z %@ |

cortact name test

alizz test

host natification options o

zervice notification options C

e-mail addrezs testidtest ch

pager

uzer passvword 1SHAT MORd001 5630350351 5320841 ffocsechdbbesf |
ncont permissions Lser

Nagios access dizahled

Thi= item is linked to

zervice notification commands

host natification commands

modify contact

niotify-zervice-by-email
nctify-host-by -email

SHHAN AU S oSS L |

pager [courtry codel + (prefix) + (number)
uzer passwiord R EEE R I passward for NCont & Magios GUI
NCont permissions [NET ;I defines the permissions in MCont
Nagios access dizabled ;I defines access to the Magios GUI



On the modify pages, you will see the password in a password input field.
For changing the password, enter a new one.
Otherwise just leave it as is.

Manage Nagios webaccess

As soon as you statt using password attributes for your contacts, NConf will start generating a file called
'global/nagios.htpasswd'. This file is part of the generated output. It is a standard password file for Apache which you can use
on your Nagios server to authenticate your users.

If you would like to use the generated .htpasswd file to control access to your Nagios webaccess, you must set the encryption
type to cither “crypt” or “sha_raw”, because that is what Apache supports in .htpasswd files (“sha_raw” is what we call the
implementation of SHA1 that Apache supports).
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